Multidisciplinarny ponhlad na
komplexnu spravu
heterogenneho sietoveho
prostredia

Automatizacia konfiguracie, monitorovanie, bezpecnost a
umela inteligencia



Obsah

- Jednotna konfigurédcia Cisco, Juniper a Mikrotik smerovaca
CLI (to ¢o pozname)
Grafické rozhranie (user friendly, no pomalé)
Programovy pristup (RESTCONF, NETCONF)
Automatizacia nastrojmi Ansible a Terraform
- Nasadenie filtrovania sietovej prevadzky - OPNsense Firewall
- Monitorovanie SIEM nastrojom Splunk

- InStalacia

- Zber dat (Nginx log, Syslog, NetFlow, Snort)

- Vyhladavanie a analyza dat
- Testovanie bezpecnosti nastrojmi Nessus, ZAP, SonarQube a Locust
- Analyza zozbieranych dat metddami strojového ucenia

- Klasifikacia = identifikacia udalosti

- Clustering = detekcia anomalii

- Reinforcement Learning = automatizacia procesov



CCNA Update

1.  RozSirenie STP obsahu o témy:

- Root guard, BPDU guard, BPDU filter a Loop guard

2. Ukazka spravy sietového prostredia v cloude (napr. vyuzitim AWS konzoly)
Vysvetlenie rozdielu medzi generativnou a prediktivhou Al
4. \ysvetlenie a prakticka ukazka prace so strojovym ucenim v kontexte pocitaCovych sieti

- Ucenie s ucitefom, ucenie bez ucitela, u€enie s posilfiovanim a neurénove siete

- Tvorba a predspracovanie datovej sady

- Tvorba, trénovanie a vyhodnotenie modelu strojového uc€enia
BliZzSi pohlad na REST API a ich moznosti vyuZitia pri sprave sietovych zariadeni
6. Konfiguracia a sprava sietovych zariadeni a prostredi vyuzitim nastrojov ANSIBLE a

Terraform

w

o



Jednotna konfiguracia Cisco, Juniper a Mikrotik
smerovaca



Topologia
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VBox
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CLI konfiguracia

# CISCO
interface gil
ip address dhcp
no shutdown
interface gi2
ip add 192.168.10.1 255.255.255.0
no shutdown
interface loopback 1
ip add 10.1.1.1 255.255.255.255

# JUNIPER
set interfaces em0 unit 0 family inet
address 192.168.2.200/24

set interfaces eml unit 0 family inet
address 192.168.10.2/24

set interfaces em2 unit 0 family inet
address 192.168.20.1/24

# Mikrotik

/ip/dhcp-client/add interface=etherl
disabled=no comment="Bridged Interface
- DHCP"

/ip/address/add
address=192.168.20.2/24
interface=ether2 comment=" JUN MIK"
/interface/ethernet/set ether?2
disable=no

/interface/bridge/add name=Loopback
/ip/address/add address=10.3.3.3/32
interface=Loopback comment="Router

Loopback"



onfiguracia grafickym rozhranim - Cisco
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Konfiguracia grafickym rozhranim - Mikrotik

L NN
@ MmikroTik

. QuickSet
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[ Interfaces
@ WireGuard
H Bridge
& prp
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Programovy pristup - NETCONF

from ncclient import manager

N/ /4

netconf filter=
<filter> .. </filter>

\\7srrr

m = manager.connect (host="7192.168.10.1"”, port=830, username="cisco”,
password="ciscol23!”, hostkey verify=False, device params={"name": "csr"})

reply = m.get config(source="running", filter = netconf filter)



Programovy pristup - RESTCONF

‘ GET v https://192.168.2.100:44 3/restconf/data/native/hostname

Params Authorization e Headers (8) Body Pre-request Script Tests Settings Cookies
Body Cookies Headers (7) TestResults & 2000k 28ms 294B Save Response v
Pretty Raw Preview Visualize JSON = W Q
1 H —
2 "Cisco-I0S-XE-native:hostname”: "CSR1kv"

3 B
import requests
headers = {

"Accept’: ’'application/yang-data+json’, ’'Content-Type’: ’'application/yang-data+json’,
"Authorization ’: ’'Basic Y21zY286Y21zY28xMjMh '}

get result = requests.request ("GET", "https://192.168.2.100:443/restconf/data/native"
headers=headers, data={}, verify=False)
Jjson data = get result.json()



Automatizacia nastrojmi Ansible a Terraform = [aaC

root@monit-virtualBox:~/ansible# ansible-playbook -i inventory.ini config_csr.yml

LAY [Configure csRloOov device] L2222 2222222222232 2222222222222ttt ittt iRttt iRttt S

ASK [Configure lnterface LOOPbackll] o o e e e e g ke o v v e e e ok ke ok gk gk g g o o gk g g g o o o e g e o o o o ok e i g o ok e ke ke o o o o b e o e o o o o o g g o o o ok o ok o o o o o R R o ok e ok

LAY RECAP o o de e e e g g g o g e e e o e g g e e g e ke e g gk ok ok e ok R g g g ok b o o g o g o o ok ok o o o o o g g o g o o o o e o o g ok ok e e e g o o ke b e e g g o b ok o o o o o o o o g o o o o e e e o o e ok e e e e e ok

unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
inventory.ini play.yml
[servers] - _ .
csr ansible host=192.168.13.8 - name: Configure CSR1000v device

hosts: servers

gather facts: no
[servers:vars] -

tasks:
ansible_ become=yes - name: "Configure interface Loopbackll"
ansible_become_method=enable ios config:
#ansible become password=enpassl23! lines:
ansible network os=ios - "interface loopback 11"
ansible connection=network cli - "ip add 10.11.8.8
ansibleiuserznagZScsr B 255.255.255.255"

ansible password=Cis co#123!



Automatizacia nastrojmi Ansible a Terraform = [aaC

terraform providers.tf change-file.tf
terraform { resource "iosxe rest" "HOSTNAME PUT" {
required providers { method = "PUT"
iosxe = { path =
version = "0.1.1" "/data/Cisco-I0S-XE-native:native/hostname"
source = "CiscoDevNet/iosxe" payload = jsonencode (
} {
} "Cisco-I0S-XE-native:hostname"
} "from terraform"

}

provider "iosxe" { )

host = "S{var.host}" }
device username =
"S{var.username}" terraform init
device password = terraform plan
"S{var.password}" terraform apply
request timeout = 30 —auto-approve

insecure = true



Nasadenie filtrovania sietovej prevadzky - OPNsense
Firewall



Topologia
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Konfiguracia grafickym rozhranim
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=
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Konfigurovatelné technologie

- Networking

-  WAN
- LAN
- DmZ

- NAT
- Filtrovanie sietove] prevadzky

- VPN
- Site-to-Site
- Remote-Access



Monitorovanie SIEM nastrojom Splunk



Instalacia vyuzitim technoldgie Docker

$ docker-compose up -d

# docker-compose.yml
version: "3.9"

services:
splunk-server:
image: splunk/splunk:latest container name: splunk-free environment:
- SPLUNK START ARGS=--accept-license - SPLUNK PASSWORD=P4ssw(Ordl23!
- SPLUNK_HOST=0.0.0.0
ports:
- 8000:8000 # GUI
9997:9997/udp # UDP syslog port
514:514/udp # Common UDP syslog port
2055:2055/udp # NetFlow port
8088:8088 #HTTP Event Collector
volumes:
- ./splunk data:/opt/splunk/var/lib/splunk
- /var/log/nginx/access.log:/opt/splunk/etc/system/local/inputs/nginx access.log
- /var/log/nginx/error.log:/opt/splunk/etc/system/local/inputs/nginx error.log
- /var/log/auth.log:/opt/splunk/etc/system/local/inputs/auth.log
-/var/log/snort/snort.alert.fast:/opt/splunk/etc/system/local/inputs/snort.log



Grafické rozhranie

O ﬁ a2 https://splunk.vnet2.at.cnl.sk/en-US/app/launcher/home
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Hello, Administrator
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Search & Reporting
T
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> Shared with my organization (0) l Add bookmark
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Add data from a variety of common sources.

“% Manage alerts

Manage the alerts that monitor your data.

w
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Search your data

Turn data into doing with Splunk search.

O Add team members

Add your team members to Splunk platform.
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&8\ Shared with you

== Visualize your data
¥
Create dashboards that work for your data.

Manage permissions

Control who has access with roles.



Zber dat

- Nginx log
- Syslog
- NetFlow

- Snort



Syslog data

# Filter:
source="udp:514" index="csr syslog" sourcetype="syslog router st" s id="local csr:514"

i Time Event
> 6/30/25 Jun 30 06:52:19 192.168.2.100 158: [syslog@9 s_id ="local_csr:514"]: *Jun 26 20:33:27.268: ¥%DMI-5-SYNC_COMPLETE: F@: syncfd: The running confi
6:52:19.000 AM guration has been synchronized to the NETCONF running data store.
host= CSR ' source = udp:514 : sourcetype = syslog_router_st
>  6/30/25 Jun 30 06:52:19 192.168.2.100 157: [syslog@9 s_id ="local_csr:514"]: *Jun 26 20:33:26.638: XDMI-5-SYNC_START: F@: syncfd: External change to r
6:52:19.000 AM unning configuration detected. The running configuration will be synchronized to the NETCONF running data store.
host= CSR . source = udp:514 = sourcetype = syslog_router_st

> 6/30/25 Jun 30 06:52:17 192.168.2.100 156: [syslog@9 s_id ="local_csr:514"]: *Jun 26 20:33:25.451: %SYS-5-CONFIG_I: Configured from console by console

6:52:17.000 AM host= CSR | source = udp:514  sourcetype = syslog_router_st

> 6/30/25 Jun 30 06:52:08 192.168.2.100 155: [syslog@9 s_id ="local_csr:514"]: #*Jun 26 20:33:16.139: %SYS-6-LOGGINGHOST_STARTSTOP: Logging to host 192.16
6:52:08.000 AM 8.2.7 port 514 started - CLI initiated
host= CSR ' source = udp:514 = sourcetype = syslog_router_st
> 6/30/25 Jun 30 06:52:07 192.168.2.100 154: [syslog@9 s_id ="local_csr:514"]: *Jun 26 20:33:15.141: %SYS-6-LOGGINGHOST_STARTSTOP: Logging to host 192.16
6:52:07.000 AM 8.2.7 port @ CLI Request Triggered

host= CSR | source = udp:514 : sourcetype = syslog_router_st



NetFlow data
G Tme memt

> 6/30/25 ¢.[=]
9:11:47.000 AM @timestamp: 2025-06-26T722:19:25.000Z
@version: 1
netflow: { [-]

flow_seq num: 91
flowset_id: 256
in_bytes: 1008
in_pkts: 12
in_src_mac: 44:f0:9e:a8:b5:d1
ipv4_dst_addr: 192.168.2.100
ipv4_src_addr: 192.168.2.8
version: 9

}

netflow_host: 192.168.2.100

tags: [ [+]

]

type: netflow

}

Show as raw text

host = 192168.2.7:8088 ' source = http:netflow_collector : sourcetype = httpevent



Vyhladavanie a analyza dat

index="netflow index" | top limit=10 netflow.ipv4 src addr
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192.168.2.8 263
192.168.2.1 205
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w
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.461538
.923077
.666667
.538462
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Testovanie bezpecCnosti nastrojmi Nessus, ZAP,
SonarQube a Locust



Nessus - sken zranitelnosti
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ZAP - DAST = dynamicka analyza aplikacii

4 Quick Start #*  =» Request <= Response - Requester +

Welcome to ZAP

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

AR,

If you are new to ZAP then it is best to start with one of the options below.

Automated Scan Manual Explore Learn More
® y) ’r; Content Security Policy (CSP) Header Not Set
URL: https: b-app.vnet2.at.cnl.sk
|4 Content Security Policy (CSP) Header Not Set (4) : . .
Confidence: High
B CET: https://web-app.vnet2.at.cnl.sk P
|| GET: https://web-app.vnet2.at.cnl.sk/robots.txt ALk i
|| GET: https://web-app.vnet2.at.cnl.sk/sitemap.xml Eviden'ce'
| | POST: https://web-app.vnet2.at.cnl.sk/login CWE ID: y 693
N i HiEr R :
14 Missing Anti-clickjacking Header WASC ID: 15

\-! Server Leaks Version Information via "Server" HTTP Response Header Field (4)
|- Strict-Transport-Security Header Not Set (4)

|-1J X-Content-Type-Options Header Missing

[FU Authentication Request Identified

[Pl Re-examine Cache-control Directives

Alert Reference: 10038-1
Input Vector:
Description:

Source: Passive (10038 - Content Security Policy (CSP) Header Not Set)

ZAP.,

Checkmaxrx

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain

types of attacks, including Cross Site Scripting (XSS) and data injection attacks. These attacks are
used for everything from data theft to site defacement or distribution of malware. CSP provides a set



SonarQube = SAST = staticka analyza kodu

nano docker-compose.yml
version: "3.8"

services:
sonarqube:

image: sonarqube:latest
volumes:
- ./sonarqube_conf:/opt/sonarqube/conf
- ./sonarqube_data:/opt/sonarqube/data
- ./sonarqube_extensions:/opt/sonarqube/extensions
- ./sonarqube_logs:/opt/sonarqube/logs
ports:
- ''9000:9000"

Spustenie skenovania pre dany projekt:

docker run --rm -e SONAR HOST URL="<ip add>:9000" -e

SONAR SCANNER OPTS="-Dsonar.projectKey=Test-Project" -e

SONAR TOKEN="sqp_£24ab6a9347£449c727b93480d£15c0b07e0b3d9" -v
"/opt/python project:/usr/src" sonarsource/sonar-scanner-cli



SonarQube

v Test-Project puBLiC

Last analysis: 2 minutes ago - 28 Lines of Code - Python

D 2 A0 JE E 0.0% Qoo% « 00%
Security Reliability Maintainability Hotspots Reviewed Coverage Duplications

Where is the risk? What's the risk? Assess the risk How can | fix it? Activity

/main.py | O Open in IDE
1

36

37 put_request = requests.request("PUT", url, headers=headers, data=json.dumps(payload), verify=False)
38

39 print(put_request.status_code)

40

41

42 if _name__ == '_main__':

43 get_hostname("192.168.2.5")

44 # username = "cisco"

45 # password = "cisco123!"

46 password = "test123!"

"password" detected here, review this potentially hard-coded credential.



Locust - vykonnostné testovanie = test dostupnosti

locust -f test app.py

(" Loc u St HOST STATUS RPS FAILURES
» https://web-app.vnet2.at.cnl.sk STOPPED 57.3 0%

STATISTICS CHARTS FAILURES EXCEPTIONS CURRENT RATIO DOWNLOAD DATA LOGS
Type Name # Requests # Fails Median (ms) 95%ile (ms) 99%ile (ms) Average (ms) Min (ms) Max (ms) Average size (bytes
GET / 4479 0 160 1200 3000 349.38 16 8606 1542

Aggregated 4479 0 160 1200 3000 349.38 16 8606 1542



Total Requests per Second

Number of Users




Analyza zozbieranych dat metodami strojoveho ucenia



Datova sada

Source, Destination, Protocol, Length
10.22.22.22,224.0.0.9,RIPvV2, 66
10.22.22.2,224.0.0.5,08PF, 94
10.22.22.22,224.0.0.10,EIGRP, 74
1.1.1.1,22.22.22.22,1ICMP,114

# PREDSPRACOVANIE DAT
import pandas as pd

data = pd.read csv('cls.csv')
X = data.drop('Protocol', axis=1)
y = data['Protocol']

X train, X test, y train, y test = train test split(X, vy,
test size=0.3, random state=1l)



Klasifikacia = identifikacia udalosti

from sklearn.tree import DecisionTreeClassifier

clf = DecisionTreeClassifier ()
clf.fit (X train, y train)

from sklearn.metrics import accuracy score
y pred = clf.predict (X test)

accuracy = accuracy score(y test, y pred)

new predict = clf.predict (new data)



Klastrovanie = detekcia anomalii

from sklearn.cluster import KMeans
kmeans = KMeans (n clusters = 4)
kmeans.fit (X)

X["Cluster"] = kmeans.labels

> Destination Protocol ... dst_encode 1length_en 2 cluster
224.0.0.9 2 7
0.5 F

|

0.
224.0.

S
4

)

yabua 194ed

Packet Clusters (K-Means)

Cluster 1
Cluster 2
Cluster 3
Cluster 4




Reinforcement Learning = automatizacia procesov

- Agentové systémy
- Agent vykonava akcie, na zaklade ktorych ziskava odmenu

- Na zaklade odmeny prispdsobuje svoje spravanie tak, aby
maximalizoval odmenu v nasledujlcej iteracii



Knihy a vzdelavacie materialy = netacad.sk

VZDELAVACIE MATERIALY: https://netacad.sk/category/vzdelavacie-material

Sprava rozsiahlych sietovych prostredi

https://netacad.sk/sprava-rozsiahlych-sietovych-prostredi/

loT — ESP32

https://netacad.sk/iot-esp32

RieSenie problémov rozsiahlych infrastruktur

https://netacad.sk/riesenie-problemov-rozsiahlych-infrastruktur/

Doplnkovy vzdelavaci material pre vybrané témy z pocitaCovych sieti a kyberbezpecnosti

https://netacad.sk/doplnkovy-vzdelavaci-material-pre-vybrane-temy—z-pocitacovych-sieti-a-kyberbezpecnosti/

Siet'ova programovatelnost’

https://netacad.sk/sietova-programovatelnost/



https://netacad.sk/category/vzdelavacie-materialy/
https://netacad.sk/sprava-rozsiahlych-sietovych-prostredi/
https://netacad.sk/iot-esp32/
https://netacad.sk/riesenie-problemov-rozsiahlych-infrastruktur/
https://netacad.sk/doplnkovy-vzdelavaci-material-pre-vybrane-temy-z-pocitacovych-sieti-a-kyberbezpecnosti/
https://netacad.sk/sietova-programovatelnost/

Dakujem za pozornost

rastislav.petija@cnl.sk



